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On Lightweight Authenticated Encryption Scheme Ascon

%#}A\__f% Kazuhiko MINEMATSU

TTXEZT b
1nwﬁ®$l|:ﬁ%_f6n&n

ié%féﬁ*%Liiﬁfc’@'l‘*iﬁié%@?é’ﬁ’Zrii6%?3%tEa’(b\é. BIOEE, BEXDHRIA LT DD
SOEEMNLECBHINT, BEEDATETWVS.

— ARSI E L 3ESEL Y

- K

SFEOX MR EWEY, a‘l‘ﬁﬁ:)ﬁ?@i CWHIARIREICE L B2 4 FBIBSOLEEMI B - T3, ZOEEDHE
KE NIST EBRETIESOZELI L RT 1 23 > 21TV, 2023 F£(Z Ascon EWVWI AR EREEE LA ATRTIEZD
Ascon DR CEE MR, EEMEL EICDOVWTHET 5.

HBREES, WEAES, BEERES, Ascon, AR VIEE

Abstract Symmetric-key cryptography serves as a security infrastructure of digital societies. In particular, the importance

of authenticated encryption (AE), which provides the confidentiality and authenticity of communication, has been widely
recognized. On the other hand, since an AE scheme is generally costlier than plain encryption schemes, there is a grow-
ing need for lightweight AE suitable for use in constrained environments. With this background, the National Institute
of Standards and Technology (NIST) of the United States conducted a standardization project for lightweight AE and

selected Ascon as the sole winner in 2023. In this paper, we outline the specifications, security, and implementation

aspects of Ascon.

Key words Symmetric-key cryptography, Authenticated encryption, Lightweight cryptography, Ascon, Sponge construction
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F 9 2 BRSO A O WA 5. FREERS 5 1T
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2.1 NIST Lightweight Cryptography Competi-
tion
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23 YI3HHE L, Ascon & Lightweight applications (resource
constrained environments) # 7 ) —|ZC first choice & LT
BEHINTND.

NIST i3 CAESAR I ¥ R7 1 ¥ 3 ¥ AT LT, 2018 4FtH
MOBEEAT O T ) v 7R LRI LD, 2019 F L) AKX
|2 NIST Lightweight Cryptography 2 ¥ X7 ¢ ¥ = » (NIST
LwC) ® AT R R 5 RO B LGB & Bt L 72, 2019
3 AOREROWY T 57 hOREFSH Y, 2HDT Y > Fr
HTLI0HD7 74 F ) A MY AENIZ. ZNET774FY
A bOHhs, 2023 0 2 AIC NIST I dE#EE HRE LT
Ascon % 3EH L7z, NIST iZ Ascon OIEM#E(LZEDTEB Y, H
EF RS 7 MEEAHSGE O PR SN TS, Ascon DA
B CAESAR I v _5 1 v a vy oL REEIERS LT
v, BRI R T 5.

3. Ascon D{tHE ‘

3.1 RS

Ascon Z AR Y VA LIFFNBHHE L TWV5E. ZHiddh
LRERE R ADIEE L OH% L OB 502 @R p % v
T, pEBVELEDS, BROWMIO—IOAE 7 — & JLH
R, B OESIIRET 2R TH L. BOELIZBITS
VIR E U AR SRR SN, BBEOHTO—BEg ) 1
LT 7es5h Ty UHIZHVLHS %L — MR, BREEL
L FOWGEF RN T AENR F X0 T 1 H R WA
L, Bfix7uy 75 & AT, K51b# 4513 Ciphertext
Feedback (CFB) £— FIZHHUL TWw%. CFBE€— FTiE, &
AL Ta Y 7 MG AT 7Oy 7 C 1%, ER O
FXTUy 7 O T Ay R TR L7 S L HHERER
HMEZ LI LTHEOLNG Tabb, C'=SeM (727201
Gy ML oHMFREM A ET) ThHhDH. Ascon IZB\»
TIE, B EIRIC B 2 PRIIRE (L— 80 24% S &L,
Fxrvuay s M raHW ESX7uy 7 C=Se M 2155,
RDO7 Ty 7 OREFALD7-012 S ZE# p ~ATI L TEHT 5.
—7J7, AD JL¥Z CBC-MAC £— FIZEHMLTHBY, FRA
F—hSEtAvt—TTUY I ATHWTS % S® A IZHEH
THLDTHD. Tz, EIRE AR SR (FIH
E—F) @ SpongeWrap'V LHL LTV 5.

RS A X 1, FE0EE 2 1IRT. HATR
T L) IBO THHEDOH T VT XL THDH. Ascon D
WL LSS EEE Ascon-p & IS 320 € v M A
WHOEMRTHE. MTIEp TEENSL. p2idp % a D
B eERY. BK, FYAN, 7 TidEhd 1288y
FCTHAH. L—IRIErEY N, FRNTT748ldcEy T
HY, r+c=320 xW7z3. R (Ao, A1,...,An) 75 AD,
(Po, P1,...,Pp) X, (Co,C1,...,Cp) DEEHLERT
T AL ALB X AL @ Initialization, AD MLEL? Associated
Data, FXHF51L® Plaintext, % L C% 74K Finalization

Ao Am B Gy
N l ;/L T
Pt » » »
c
IV|K|N 0" || K 0*]|1
Initialization Associated Data Plaintext
Py Cya P, Gy T
.£ - ;/L T
. 128
» P
.
K| 0 K
Finalization

1 Ascon DREES{EALIE
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Ay An Py Gy
g j ;
P » o »
c
I .ee ,\‘T
IV| K| N 0*|| K 01
Initialization Associated Data Ciphertext
Po1 Gy B, G,
— |
g g
»
,
_J

K| 0 K (P,Py,....,P)

Finalization

2 Ascon D{ESLIE

EWIHEH L7 ae A g Twes, M1 EM2IC8n5
Initialization (IV) I3 64 ¥ v POREEMETH L. ARV T %
7RG 5 i d sk 4 2N = — 32 3 v & D28, Ascon
T K WL ORIHBETAT— MIATIH L IdmE s i,
¥ 72 Finalization OHIZICBWTHIME SN TV 5 D4
MTHL. a>bshoTnDA, TNEARYIEHW
RAERE I L K ALNDZHRTH Y, HHILHEOR &K
BERMAMAICER Y, TRDLLRE SIS 2 e L, 1t
DYIZHEWHBEO HHEMRCHEOLEZET LI L
TEROEEENRONT Y A% LB LR HME LTV
%. NIST LwC #2581 (r,c,a,b) & LTHED/ST X —%
HHREES N, HFIZ (r,¢,a,b) = (64,256,12,6) A% Ascon-128,
(r,c,a,b) = (128,192,12,8) 7% Ascon-128a & L THRFEINT
W7zAs, NIST @ FJ 7 MEEAFRSTE 2B W TIE Ascon-128a
ENR—Z2EL, XVEWY FOFELR EMIOEEEZMA
Ascon-AEADI128 HRE SN TV L. SHKELER IRV
FHEND DR HRRIT E P EEO RS 5.

3.2 Ny aEAE

NIST LwC ORZEZEMETIEINy Y aBEOREDF TV a3~
Lo TBY, Ascon IZIENy ¥ 2BOE— FLFLET S,
NIST K7 7 ME#ZLHFTIE Ascon-Hash256 & IFIZI 2 256
Yy MO Ny T aBE, BT D Ascon-XOF128
(XOF 1% eXtendable output function OWg), KIZD “cus-
tomizable” /N\— 3 ' TH 5 Ascon-CXOF128 25/R ST
%. Ascon-Hash256 (& SHA-3 & [AfkD AR AR > DD
Ny valETHE. KWB3ITRT. 22T (Mo,...,Mp) ?®
Ay t—Y, (Ho,...,H|[/6a)j—1) & LEY FD/Ny L afliT
bbH TITlEa=120p* ZHEIME). r=164,c=256 &
ZoTWA, 64 EY MO IV AL, ZHIFFEFARTOE &
DIV EERLBETHE. AvE—V% L — MRICTRBEL
7205, Squeeze EIMFIETNALMIT 64 ¥y bFONnNy v afi%
s ST <. Ascon-Hash256 Tl L =256 £ 352 LT
256 €y My Va RIS, TEAREI NV a 2o
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M,y M, Hy Hipjen—

v o

Initialization Absorb Message Squeeze Hash

3 Ascon D/\y L 1 SLIE

W L % OISR ET 5. F72 CXOF128 128 W T
Ayt — T OIBEOHEIZ customization string & XL R
EAYE—VLEBRICAET L. CRSOFMIIOVWTIERS
7 M EESHROZ L.

3.3 Ascon-p

320 € v b OIS EE Ascon-p (X7 L% 7 Substitition-
Permutation Network (SPN) B Th V), EEINE pc, FEH
B ps, B pL O=Z2>ONHOER PR E. Thbb
p=propsopc CTH5. pDAHIIRE (A5— 1) 1264 v
FT—=F X;,4=0,1,2,3,4 VT Xo || X1 || X2 || X3 || Xa
ERBEND. B LULE p* L p® 217 12H72D,
Hpo IV —THNO#Y) R L oL Ao D & LIS
U728 Xo \CHMBAYEREERI 3 5. T8 ps id 5 €Y b
® S-box & IWMHIN 2% IEMILEIRZ 64 MIEFIZ@EH 5. S-box
#X 4 1278F. 2D S-box i& SHA-3 THWwWHNLTWDS x B
LEMLTWS. XORZ— b (@) & AND 7— b (@) & %#
HINE L K BE L, 27%wvs — MECHIEBENE W52 Z et %
HERTZ 2000 TH 5. Wl pr 13K 64 ¥y PT—F X,
~, DFo X H 12K B> 7 b &Py s 2 MG b 7o
WA ZEATS. 2B X, > jI3 X, 05y VEREY 7
N EET

Xo  Xo® (Xo>>19) @ (Xo > 28)

X1+ X1 ® (X1 > 61) @ (X1 > 39)

Xo—Xo® (X2>1)® (X2 >>6)

X3+ X380 (X3>>10)d (X3 > 17)

Xg ¢ Xa 8 (Xa > 7) 0 (Xa > 41) (1)

DX 512 Ascon-p 1E320 Y POAT— b EHDD 64 €
F7—F Xo,..., X4 TRLTWES. 51 XH2D 64 € b
7—F Xo,..., X4 2T, I ps (RIOLEM) &0
Wpr WoOHM) 2FFTTDEEDAT— FOEHFFEERLT
W5, EEREHps 1di=0,1,...,63 IV THET— FO i FHD
DEY M E2EBZETRHROLNE B EY I (x0,71,T2,T3,24) &
S-box N T 5. HIEH pr 133X (1) OZEE & Xo,. .., Xa
IZDOWTHEITTAH. 7B Ascon DEEIZBVWTIZEY h X T
AAEEEZHNDLOPEHETHDL. v FAT A AFEREIZE
) S-box ZawBlr — F TEAZWFNME S L Z LDTE, o
S-box DEFNEZ#ITHLRNVIET, V7 by 2T7IZBT5% vy
VaRBDY AT BT AE T ENTRETH 5.



B { e 7‘9 i G
T 1 7 » T
M 1 7 V* » 19
T3 a 1 > 73

@ 0.4 & -

3

4 Ascon M5 E v b S-box

0 Was s 63 0 63
Xo Zo Xo ‘
X, .rl Xl Xie (s 61 e (X > 39) ‘
X Ty X
X3 T3 X3
Xy Ty Xy

Linear Transformation

LMD ps, £ih

S-box Transformation

5 Ascon DRERIREE
WIS pr, 3T,

4. Ascon DEELEME

Ascon OEEMEZMIT 5. RIS ORERIIWENM (Con-
fidentiality) &5g&% (Integrity # L < (& Authenticity) T
3. Ascon XV FNOMMEIZB VT 128 ¥y Met® B
LCREEIEN TS, |AID CAESAR I RT 4 ¥ 3 D
REUKZOLREM7 L — A% LS5 &) B IT I
STV,

4.1 GIFAF]RER M

Ascon DL HEEWICFHMMT 2 FiEL LT, p* & pb %
KT v ¥ L@ (Public random permutation) & &7 L,
RN L 2t 2 BSR4 7 70 —F—\ b ® 5 FEH
TR AN S 5. BT vy AR E, #HODVAR S EE
HWEEPOREICT v FAREIRTH Y, BEIIEICBNTE
BN T Y FAF T 7 VOBERN—T a v ETEMFITE 2
ETESL. 320 ¥y MEBOKIE (2320 EFEL, O
59 VFRNI—OBEWME BRI L TEATE S,

a) ZEMNT LR

MEEYE L e aEIL, WEEDPRIAE T2 T 7V (7Y D
T&ELT TRy I A) ELIHBMEDT — AORYHEZRE L
LCERT LI EDNTRETH D, 7 — L ORIHERIE NI E
BETHHEV)ZENTEL., CORDHELEOLEROZ L%
GBI S OFIN BN TE—RRICE &M N Y v FEIRD, %
EWNY U ER TSNS LR (NETHWS 70y 7S
B ENOELBBENTED DS L) RTOPREEOBE,S
HETHDH., ABTIIHEOLD, WEME Ttk 2 —M#1L
SERENOEREROIGEREED D, FTRHAT V54
BEitE p L L, p VRN TE— FORZILr 77 V%

10

X6 54— LICHTS Real world

)]

X 7 54— LIZHTS Ideal world

M[p].Enc, %54+ F 7 )V% HU[p].Dec £ T5%. $728457 )L
T, EEORTFIL7 =) 12k LT U[p].Enc & [ U S O—FEil
BreRdtIoN, LAI7 V%, TEOHS 7 ZVIIKLT
II—=v RN (FEFHM) 2RTATINVET D, AHT Y
FAEE p OIENERE AT 4T 27 V% p, HIEGIEL T 7V
ZplEERT. BEO 2z IOV T pi(plx) =2 ThHb. Il
HOrIT)RHFETFI 7 NVE pt LERT L. ZRS5DFED
b &,
o  HFESR (real world): O, = (II[p].Enc, M[p].Dec, p*)
o HAHF (ideal world): O; = (8, L, pT)
TEFL,

Adviiy, (A) = |Pr[A® = 1] — Pr]A® = 1] (2)

TWEH A ORERIO AE flf3 (AE Advantage) &9 5
AR FIfSHE Bl U7 R0 & etk 2 &b lo R el e %t K
WL 72350 — A OEYIHEREE L TWb. T4bE, AE FE
AWHSVIIEIE T L LTEETHLI L2 ERTS. X6
EXTLBBOZE, BB AC =11 AD O, NEDF T 2
VAEBONFE T ) 24TV, B NTRER, ORI 1
Ey bt 230L L2 EICZND 1 THEINY M E
BT, I TORBHEOBRENIZ ooz )I1cL5
FATH Y, FEINESVEV) Z RIS ERETHL L F
IRLTWA, HAEHFRIZBW IR SLOREREN 7 T ) 124
KEFELTCwARnwZE, FLEFICBWTHIC L LR TIhk
WE L EYE ARSI LT TH DI s, EREICRER
FRGERE S A RN LR DEIE T 5 Th 5 ) KL% €7 VL
LTwa ez 3, ZBEEHFTIEELZROFEETHS
WHER R B 2 R AR L TV AW, IThi3EatERe
HHICBI A S A ER L 220 TH A, BEIESIRER (12
7ZLEIIIRHER) T, p ZNERCTHHIV e WERARKY 722 RERERG 5 & E
#L, CMEHEHAROFTS 7L E L TERTLIEDARET
5. wEWOHMIIZIIEDLS v, o, BELZRA Vb
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ELT, WTNROMBIZBWTH BT v VA p ~OT »
YADVFHFEN TV L EAH Y, Z1Ud Ascon-p BIEDFHHRIZI
BOLEDOETTRTHLIEEZET) VI/THEDEVE
. AEFIR R ED L7 — LIBWT, WEEDPIETT %)V —
VELTIE, UTFTDZo0dH 5.

(1) APBESIEA T 7 VA0 s ) IO THERIE % 5

F v A% w5 Z &, nonce-respecting & M-I 5.

(2) HEFIFIZVWANEHBRICZHEEINGE 7 2) %2 LV, 7%

bEBEEbA T 7 v~D 27 1Y) (N, A, P) £3B% (C,T)

POEBON (N,A,CT) %2 L) LEnT &,
SON= Db L Advis (A) BRENLEHO AZOWTT
GBNSWZ EDFEHTENL, ZFORERRE S AT v ¥ A
EIROMED S L7 LifmaIns.

Ascon DA T ¥ & A EHRER—ADFEH L LTI 241
SNTw3. H21F Jovanovic HW2NE AR ¥ ¥ N— 2 DAL
G5 OREH A 5-2 72, ZOMARIEE DD Ascon L IR S 1
MH Y, CHk(12) TiE Ascon b IZITFEBIZGEHAIE SN D &
IRRTHAHPEARN LA R 2572, TR, Lefevre &
Mennink (2 & % Ascon |ZH#fL L 7-f0E M, SE&MEOFHLIAE- 2
L8, 14) mZcirz oy v B (BR) 23T 5. B
by D)k q.. BE 7T IVHE q TNEFNOS ) TO
T NDPELT 2T Oy IR 0., 00 &L, 0 =0+ 04g
EF D FREET T IV pE ADT I EE g £ T 5. BE
ORG L EEMOFFOMT AE FIfF 2 ERTE 52 L2 FH
FToE, INHOKLODLE AdvE,.  (A) 1T

Ascon

o(ﬁ+a+%+%+%+””mwﬂ+@)(a

2t 2k on 2¢ 2¢

ELERPTES. EROFFHID SN TBY, ElI/HEw, &
O TRV 2L, B O A X 26, ¥ VBB O A X
2t LXF X NT T A DLEHORESDEB O A X 2¢/2 HIYL
BAOHEARIN T RETNEILETHL LHRTE S,
Ascon-AEADI128 Tid k=t =128,c =192 TH A7, =&
W7 vy AERETVOL L, BIEMII TS RENENH D v
RB. BB c/2=96 &%) KEFRETHEN/Z 128 Uy M4
BETETAHEIICAZDLD, FEIBEIRES Z)ICLDT—
Zak 204 |IZHIR L TV B2 PIEIEE L v, LX) HE LT
fixe, v A%#YRLIEGEOTEEEOHR S 1L (14)
*BHEOZ L.

b) HZEMEOERAFH

ZEMFEHOEE Y T KRBV 21, BFbeEFown
FTIUIBWTDF v /3 7 1 HPBEEDSIZ (AR — %R
W) FHITERVWEW) HIZHDE. flL LTRES{Ly =) T
(N,A,P,C,T) L\woflx AFL, 571 (N',A,C', T,
727U (N, A',C',T'") £ (N, A,C,T), #7545 %2%
F9° N+ N’ O¥é, Initialization %4 2 72d & ONERIREE
(L= ML F v XD T 1 MOER) PEEIITVTRERD,
A CEST AD AR -H L OREL TV F L b, I
BXC' OTHy ZIEHBAICENS 2OEFTICBIT5 L — MR
DATZEHISEIRTE LD, Frv/80 74 MIHPTET
J ¥ % L7 B Finalization ¥ T#$H L CT\»< . Finalization
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IZBWT p® ICALEFHEND 2 VIEEFO 7 1) TERL
TIRBEOMEE —HK LA WRY & Zi3RMOEEE 2y, HEH
WX 2N T L BHER, $TabbBEII R T 2R
k172128 L2k, ZoO#HmIIBERA~OBEE s ) OFEEE
BLTHHIZTAH. WICN=N ThHa»P A + A 7272L
(Ah, . AL = (Ao,..., Ai), ALy £ Aipy THIEEE
A, ZOLE AL THy 7 OREFE TIINBIREZE LD

LRV, Al THY 7 OREIC L) BT L— MEAEE S
N, FRE L CEWIER TROBIBRBATIVEMOMEL 5. i
&Y EREFABOF ¥ XY T 4 DT & AR FE A L
ELWS FPFHIARTEEE 25, KRIC (N, A") = (N, A) 2D
C'£COBERELDL. LOr—ALFAKIZC L C THA)
CRRDTHY 2R CL, ET B Cly, RERICERTE S
bOD, TNEL— MRIZANZE SICHIET S F X80 74
HOMEDT 25 2\, HOWHERT O, OEFIZBIT5E
WADHBRME D, THIZE D KRUEOF ¥ 3 7 4 50T
VEABRBEDSRET S, RIS (N, A, C) = (N,A,C) 2
DT =T OBRETHHN, ThF (N, AC) #ZHTH L9
BREDY TP T 1272—D2THbLI NPT IBEITRKTS.
LB S, REMEDNY v FIZIE, Bt He TRk
LEF vy F A HOEON) -3y S ORT 7%
ZENSEEAET B L, S LEWMAOEFE S ) OMEH, SR T
XX NT T AROMMP I E T F KT BHEEL OMPEFLST
HIENRTENG. bbAAERY 7o HHHENTE DR
b TNUIINR B VN D 5.

FOIZd LF v 82 7 4 D, A WIFHERNASD
ZOBLHBVWNESWHERE) RBELINEZERZTHL. T
B IVICBWT N R A 2 EI /2L LTH O T
BIANZ ZIWESEDL LN TE L7720, WY RekESLs
I T (N, A, C,T) IR LT, #L7% (N, A, 0, T") T
H5j+1 7y HUROREGX 70y 7 &8 7 eiGaits
IVDFENEL —HEED I L THEDPHERCTHRIIT 2 2 &
WD, UL RO X D IR SR A R v o8 T 4 H
HHLL72WA CFB £— FERI L & Ad, CFB E— FIZidR
EAMBIBENI D BN DS b0 5. —F, AD LI IZB W
T, EFTOMEIEE T IUSEEIIEF v /82 7 1 592 <
EVREVFMRETEI DI LG D, BIZ IR A ARE2maD
I2& ) 2D &9 7% Sponge N— ARRFEE G ARE SN TV 5.

c) Ascon DWIL & #eim LB

Ascon OFIHAML & HImLE 2 B CEBLO TR AT IZEDS A
HENTWE, ZOFEATININ—A L7572 SpongeWrap 7% &
AR LD ICEENICTE LTS H D, —FI =~ L1219
HULDO A2 DA o> THIEARERS ¥ AETLTO
LEMIGFERRECTE 5. #21E NIST LwC 77 14 F 1 A b
D Xoodyak 1025 2D X 5 4 I = ALRBANERHE LT 5.
PP LID L) BBANEHORMUIZ L > TREWNNY VK
DEOEOPHIHILT %) 2, PHRERZ ) -7 385 L9 2K
BEHNE, BHFEEIIET Z Lo ZBRRNR < A 7 AE
Wb b, F72—MRIIITHAL & LB TR A O & %
B4 2 L TEBROAMTOLEI L CoM kA LN 5.
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d) REEETIVOZYNE

AT V5 AR HCIEEHORMES LT, ART V5 AH
HABIEIZEIIATRETH S L V) HAH 5. Ascon-p (T#E
BLERTH L0, THF0 T v FalEr v, 72, (2820)!
BOBROBNASEIZT Y FAGERIN DT TL RV &
FEE T AP LN TH L. HICAKHT ¥ 7 LI
B OB G AKEBEZICHS ST b TERY (T 7
Ry 7 AL LTHERELZITNE RS R). LA T, BrE
RIEIROMHE S & EBIRZ , FFE L EWIEAREN Ry v 7
Wb, KTV AEREFHCZERIZZO L) RHERD
b—7, BB BEROMME— F& LTHEEN 2RO %W
CEERRTZOIGENTH L. FIRIERHS v AEHf~—
ADFEAN ) L v &) ZRBESER S UL, il
RS HLOLBEBERCHED) EBEOHTROBEL L
THMATRETSH S D . FEBRIZ SHA-3 R DNy ¥ 2 BHS
Even-Mansour #1710 v 7 K5 ORE 7 % E TR T » &
ABWOMGEIZE S A SN TB Y, SEATRELZ &0 7 7a—
FELTZIFANSLNT WS, BEfED Ascon DZEEMFEIZ 4
TRHT v 7 aiEifa Wz E o T k.

I LMYy 2 & LT, Ascon DiFHIZBWTIE=>
DB p* & pb BT DD, INSEMIORKT VY LE
WLET B2, HDVITHMORK T v & aEifE T 5
PV HENDH L. ZNIHIEEOM T L EmY d b, KR
TR LICREM N v FIECH(14) 2 X—2 & L, Mgk
EREL TV RS, H—oiEifis L TR RE L2 bt T
RV EPERBEINTVE 1Y WFRIZE LR S v 7 AfER
OEAN LY, R EET TV ORI E LT
WB 720, BV PHE—ETRER, LB S AR B IEERIIC
EREARTRETH 5. SHBROHEMILELEbNS.

B, bdoFy v 7iE GCM, CCM, OCBUI®) Lvis 727
0y 7 WrFIHE— FOREER S TIEE L. TN 0F8
AR5 AT, FROREEE, 7V 5 ARENIS 25N
TUy KT EEOT VY AERE OHFIERI)GE LT 5,
CAUSEHE T T OVEEH & FEN TV 5. IEHEE 7 VEEHDY D 5
ZEIZEY M Tuy IREFREELIEFHE- PO E
&7 LW O THEBHPDOIELVWIHHZE 25 2N TE 2.

4.2 FBEAIRES & L T ORESENT

Ascon %, ZOEEL EO THHEE B D IHZ T FENITIFZE X
ZHEMONT WD, Tay 7EEF~OREN RN FETH S
KRMRAT - 25BN 5 DR TH D AT 7 & A8
H5BH. WIND Ascon-p DD R LA a VL b & LD/
QLS GEDIFNThH B, G OIITH L 192 BV THIE
EORNTAREN, a % 5 & LA ORI 2T
RLTWE, AEEOYE TR Lin 50 TRENTND,

BUEH S CTROREVEEANOKEL 7L T2 0t Cube
WBTHD, NS E ©y PR L RO Bk
WCEHLZLETHY, a % 78 LEBAOBEFAS T
5. I2RELI I TORBIEFRENREOLRENL 7 L — 2%

12

ThHZ &) ZBETH), TOFERIILTLOHEN LD
TlE 2\, PR ERCITARIZ (BoRL72) L) bEE
BALL V) WETHLZLICTHBEILETHS. Hull kb
Cube WECVTIY ¢ = 7T OBHAOBFATRAEDFHEEZ LD
BEMERBEIVRENT VD, ZOEPEFTOMBITFEIZONT
(X, NIST LwC DAty # 22 Lt o~ — v 23 0k
I2& % CRYPTREC S 24 253 L v,

% 72, Nonce-respecting 5=t = HEFx L 72358 OB L 178 S
NTWD, BRIIZOLE) ZRBEIRFIEOFRMALETS D
DTHIH, EBEOFMEY — v 2 Z 27254, + v A0K51t
KBWCTEBELTLEIBEMIEZEAONS. BI2IE GCM 128
WTIEF Y AD 1 BIOEBAFLAEIZH V850 O 2 kT 5
7o, HEOWESIN LTHMN RS 7 2550 5 2 LA
LD (ThbblEDmIT2) ZeNL L mbhTwns 25
L 72755 T, Nonce-respecting OFHE TaEEF S L7z 2o
THF VADEBEPREIHE) 220 EHF5E T i, FiE
G DUNA A AR WDERTHEENH S,

Ascon OEEFALDSF 54 V CTHRELR 2 &5, M LTV X,
[F L AD THi ¢ 70 v 7 PE LWL 2L LA, i
Fai T TOy IR —HKTHIENG0E. LBl oTHY
ATEBUZ & D XM HERATREL, BEEEHES N TV,
=70, BEMORIEH LIDGEIEST Y AEESH - T, &
BTy FABBROIRED L L TERETH S Z EATRENTWY
% (14)

—75, Baudrin 5 2035 1) O Ascon-128 1% LTH >
AEMEFHT A Z LT 240 L) HENRFM CORSLRD
MNEBIRRERIEASTTRECTH B Z L /R L7z, 7272 L Ascon OFIH]
ALDMAE L, IREEFE2SEERIAE I IZTERS L 2 W C ISR B LT
Tdhb. FIHBAED NIST ZEELLE K7 7 b D Ascon-AEAD
¥ Ascon-128a & NX— A & LT\ 5% 72% Baudrin & O #
HTE %W,

4.3 Ascon-p EH#2DRES M

Ascon-p FA% BMOKGS 70 3 7 1 7 & ARG H O 5
WdiTbn T, BIPEETLDERALPDOT V5 A5
L BRWIRD B2 i3 2 Fik (5%, Distinguisher) T
Y, HoN RIS - BB Cube FilkZ &C
HhH. Ty T BT EEB L TWEDS, #e LE
WTHHZOFLZTL “TUFALLLRWVIRLEW L)
MOAHEFRIIZEER TH L. —F, NSO EEZRRT
BONTZHINFIRA SO STFMMAE L2 5 b OI2I3%E
b L, FRHBEEICE > TREBD EHEN—Ta v g0
72) Ascon fEATICFIITEX A2 b H A0, FERIID
%. CRYPTREC #iisEFb oz &, D EoRABEZHF 272
9 2T Ascon-p D757 /MR O L7 72w LT R OBIZE
Bz ihbe, 48 (pt) Tk 27128 D LS /I
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Train Control System Independent of Communication Transmission Paths:

EARINE Koki IWAMOTO

TEEFBZR Axihiro GION

jtﬁl‘é% Takayasu KITANO
TTZRZ7 b ZLOSEOHEISER S h TV EGXFIESIE S X7 L1, REHIEHEEE & FRTEEEEE — ML L TE

FEINTWVWD., RRBOFEHHE Y X7 LOIERIEZERICIE, LCX (RAVEE T —7IL) PEEEFIAVSNSEY, Th
SIISEEEEIEXTIEEMGETHY, ZMOBERVER - RFICRSNDIAX NEET 3. BIORETIR, £EE
BAODREDICHEVHKERSE TCOHBARENET L TWEZ LS, BRIEERICOVWTHERMILEE X > FTF > X1t
PEROSNTWVS. AT, AREBPAREEOREEERLAFIEFES X 7LICKY, X7 LOEENEY, BE
EHROHIRZER T3 E TOBRTREMHT 2. BIS, SHEOAREMBEIISL ZBREXROREME 2 EE TE 35|HEHHS

2T LICDWTRESRT 5.

F—T7—F S$EBE JNERBS T L, ARBEOR BEFEE

Abstract A radio train control system is constructed by integrating safety control and information transmission functions.

In the communication channels of train control systems, LCX (leaky coaxial cable) and space waves are used, both
of which are private networks installed by railway operators. However, the construction, operation, and maintenance
of these networks require significant costs. In recent years, owing to the decline in the working-age population, labor
shortages in the railway industry have become more pronounced, increasing the demand for equipment reduction and
maintenance simplification in information transmission infrastructure as well. In this paper, we outline the process of
achieving functional separation and the reduction in the number of private networks used in train control systems by
utilizing general-purpose devices and public communication networks. Furthermore, we discuss a train control system
that takes into account the stability of communication transmission paths according to railway trackside equipment.

Key words Railway communication, Train control system, Public communication lines, Mobile communications
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Call for Participants

Original papers on the research and development of various security topics, as well as case studies and implementation
experiences, are solicited for submission to IWSEC 2025. Topics of interest for IWSEC 2025 include all theory and
practice of cryptography, information security, and network security, as in the previous IWSEC workshops. We classify
the topics of interest into two tracks as follows, but not limited to:

- Applied cryptography - Human-computer interaction, - Offensive security

- Biometrics security and privacy security, and privacy - Post-quantum cryptography

- Blockchain and cryptocurrency - Internet-of-Things security - Privacy-enhancing technologies
- Cryptanalysis - Intrusion detection and prevention - Privacy-preserving data mining
- Cryptographic primitives - Law and ethics of cybersecurity - Program analysis

- Cryptographic protocols - Machine learning and Al security - Public-key cryptography

- Cyberattacks and defenses - Malware analysis - Real-world cryptographic systems
- Financial cryptography - Measurements for cybersecurity - Software security

- Forensics - Mobile and web security - Supply chain security

- Formal methods for security analysis - Multiparty computation - Symmetric-key cryptography

- Hardware security - Network, system and cloud security

Keynote Talks

We will have keynote talks from the following world-leading researchers.
® Dr. Ward Beullens (IBM Research Europe)
® Prof. Nicolas Christin (Professor at Carnegie Mellon University)

® Prof. Boris Otto (Professor at the Technical University of Dortmund and Director of the Fraunhofer Institute for
Software and Systems Engineering ISST)

Committees
General Co-Chairs:

Shinsaku Kiyomoto (KDDI Research Inc., Japan)
Tatsuya Mori (Waseda University, Japan)

Program Co-Chairs:
Carlos Cid (Okinawa Institute of Science and Technology, Japan, and Simula UiB, Norway)

Naoto Yanai (Panasonic, Japan)
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2025 International Workshop on Smart Info-Media Systems in Asig”" .
(SISA2025)

12 — 14 November, 2025 == +

Prince of Songkla University, Phuket Campus, Thailand

Organizing Committee
Honorary Chairs
Kosin Chamnongthai
King Mongkut’s University of
Technology Thonburi (KMUTT),
Thailand
General Co-Chairs
Aziz Nanthaamornphong
Prince of Songkla University, Thailand
Arata Kawamura
Kyoto Sangyo Univ., Japan
Technical Program Co-Chairs
Noboru Hayasaka
Osaka Electro-Communication
University, Japan
Warodom Werapun
Prince of Songkla University, Thailand
Special Session Chair
Kosin Chamnongthai
King Mongkut’s University of
Technology Thonburi (KMUTT),
Thailand
Publication Chair
Takuya Futagami
Aichi Gakuin University, Japan
Finance & Registration Chairs
Yasutomo Kinugasa
National Inst. Tech. Matsue College,
Japan
Panisa Treepong
Prince of Songkla University, Thailand
Information System Chair
Johei Matsuoka
Tokyo University of Technology, Japan
Local Arrangement Chairs
Nattapong Tongtep
Prince of Songkla University, Thailand
Tomoaki Sato
Hokusei Gakuen University, Japan
Advisory Board Liaison
Naoto Sasaoka
Tottori University, Japan
International Steering Committee
Chair:
Naoto Sasaoka, Japan
Members:
Hakaru Tamukoh, Japan
Shingo Yoshizawa, Japan
Yosuke Sugiura, Japan
Yuichiro Tanaka, Japan
Yoshiaki Ueda, Japan

i li‘m-—.ﬁ.u.

The Joint Conference of the 2025 International Workshop on Smart Info-Media System
in Asia (SISA2025) and the 9th International Conference on Information Technology
(InCIT2025) will be held at Prince of Songkla University, Phuket Campus, Thailand. The
SISA2025 presents every possibility on new information technologies and its smart systems.

The SISA2025 is aiming at promoting young researchers in the fields of multimedia
system and wireless communications. We plan to organize short oral presentations with
poster discussion for regular sessions as well as a keynote talk and special sessions.
Prospective authors are invited to submit their papers reporting original works in these fields.

The topics in SISA2025 include the following but not limited to:
Communication Systems

1.1 Smart Wireless Systems, Smart Mobile Systems

1.2 Cognitive Systems, Intelligent Soft-Wireless Systems

1.3 Multi-Media over Wireless

1.4 Signal Processing for Communication Systems

1.5 Intelligent Communication Systems

1.6 MIMO Systems

1.7 NFC, RFID, Sensor Network Systems, Mesh Network

1.8 WAN/MAN/LAN/PAN/BAN

1.9 Emerging Technologies for Communications
Multimedia and Systems

2.1 Speech Processing and Coding

2.2 Image Processing and Coding

2.3 Video Processing and Coding

2.4 Video and Multimedia Technology & Communications

2.5 Audio/Acoustic Signal Processing

2.6 Signal Processing for Medical Technologies

2.7 Intelligent Signal Processing for Multimedia & Systems

2.8 Security Signal Processing for Multimedia & Systems

2.9 Parallel Implementation for Multimedia & Systems

2.10 Emerging Technologies for Multimedia & Systems

3. Information Science and Technologies
3.1 Intelligent Transport Systems
3.2 Bioinformatics, Neural Networks and Fuzzy Systems
3.3 Informatics for Green Earth & Environmental Technologies

-

[\

Authors are invited to submit a full paper in accordance with posted guidelines. For more
information, please refer to our website:

hitp:// ieice-sisa. |
Author’s Schedule:
Deadline for Submission of Regular Paper:
Notification of Acceptance:
Deadline for Submission of Camera Ready Paper:

July 11, 2025
September 1, 2025
October 1, 2025

SISA2025 Student Paper Awards

Paper presented in regular sessions can be nominated for the Student Paper Awards,
provided that the first author is a full time undergraduate, Masters or Ph.D. student.
Special Section on IEICE Trans. Fundamentals

We plan to publish a Special Section on IEICE Trans. Fundamentals on June 2027.
Authors who presented their original works in SISA2025 are solicited to submit papers to
this special section.
Submission Instruction

Paper must be written in English and should describe the authors’ original research work.
The length of the paper is limited to 6 pages including figures, tables and references. The
paper must be in A4 size, two-column format. Please download paper template from
SISA2025 website.
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