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Research Background

Beyond 5G / 6G

1
Ultra low power .

consumption AUtOHOmy Scalability ~ Ultra safe, Resiliency

» All devices work together autonomously
» The network immediately makes itself optimal

Service Mesh

Orchestrating virtualized small functions

Service Function Chaining

Virtually chaining functions on a network

s

Offering autonomous integration of networking and computing

[1] Ministry of Internal Affairs and Communications, “Beyond 5G #t# &l - 6G ~DO—K<w7-” 2020. https://www.soumu.go.jp/main_content/000696613.pdf
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Problems H

Service Mesh )

Dynamic Routing

Scalability

Service Function Chaining )

Based on Host-oriented IP network

Information-Centric Networking |

Data-oriented decentralized network architecture

[2] K. Kanai, T. Tsuda, H. Nakazato, and J. Katto, “Information centric service mesh for autonomous in-network computing,” in Proceedings of the 9th ACM Conference
on Information-Centric Networking, ser. ICN °22. New York, NY, USA: Association for Computing Machinery, 2022, p. 159-161. [Online]. Available: https://doi-
org.waseda.idm.oclc.org/10.1145/3517212.35594 81 4



Service Mesh -

Information-Centric Networking y

Information-Centric Service Mesh

Dynamic Routing Scalability

Name-based routing will be effective Decentralized architecture will be effective
Network function disaggregation of
IC-SM still needs to be clarified



Research Purpose

To propose models of decentralized service mesh
using ICN and clarify optimal network function
disaggregation.

To evaluate proposed models on the virtual network.

Service Mesh

Information-Centric Networking

Information-Centric Service Mesh



Related Work

Service Mesh PR

« Applications are constructed by services that are divided into smaller
functional units (Microservice)
« Sidecar provides the communication mechanism among microservices

Service Mesh

Monolithic Architecture

% s
SWo

[3] R.Sharma,GettingStartedwithlstioServiceMesh[electronicresource] : Manage Microservices in Kubernetes / by Rahul Sharma, Avinash Singh., 1st ed. Berkeley, CA:
Apress, 2020. 8




Related Work

Service Function Chaining (SFC) D

« Controls the routing of packets with contents so that [4]
they are routed through appropriate functions
 Virtually chaining functions on a network

mﬂ/ -\__/-\__/-\,—‘_

[4] S. Raynovich “What Is Service Function Chaining? Definition,” 2016, [Online]. Available: https://www.sdxcentral.com/sdn/network-virtualization/definitions/whatis-
network-service-chaining/ ®)



Related Work

Information-Centric Networking (ICN) |

 Requests content by name B
* NDN (Named Data Networking) is a type of ICNs
« Communicates with Interest Packet and

4 Producer ") [Interest Interest (Consumer\
/content /content
— A
NDN Router
\_ y, \_ y,

[5] “Named Data Networking.” [Online]. Available: https://named-data.net
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Information-Centric Service Mesh (IC-SM)

IC-SM

Service Mesh /

ICN )

EEEE SN S SN EEENENEEEEEEEEEEEEGE, [6]

Service Function Pod :
/service

n
: Service ’ :
| Container :
Producer : orocess data : Consumer
]  Container |—'
\_ y : process NDN packets E \_ y

[6] H. Saito, Y. Bando, K. Kanai, and H. Nakazato, “Performance evaluations of ICN service mesh using NDN function chaining,” IEICE, Technical Report vol. 122, no.
397, CS2022-85, pp. 71-76, March 2023, (in Japanese). 11



Information-Centric Service Mesh (IC-SM)

SFC Flow

Producer

G— - Sidecar ’

Service Function Pod
/service

Service E’

Container ‘

process data

Consumer

Iservice/content

—  Container
- process NDN packets :
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Information-Centric Service Mesh (IC-SM)

SFC Flow

Service Function Pod :
/service

Service E’
~ ) Container ~ )
Producer process data Consumer
| Sidecar ’
—  Container
- process NDN packets : \ )
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Information-Centric Service Mesh (IC-SM)

SFC Flow

Producer

Service Function Pod
/service

Service E’

Container ‘

process data

Sidecar ’

—  Container
- process NDN packets :

Consumer
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Information-Centric Service Mesh (IC-SM)

SFC Flow

Service Function Pod :
/service

: Service E’
~ R | Container R
Producer : orocess data Consumer

: Sidecar ’
—  Container
- process NDN packets :

'k)
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Proposal Models

' |Service Container N
Service ' :Service Function Pod
. ) R ! H
' A ' ' ) . ' ‘ . . '
; local TCP Vol I :Service Function Pod ; . |Service Container ™) :
s . Olume | | h ! : . .
____________________________________________ i |Sidecar Container ) 4 ; : : : ; : Service :
:S \ce Function P ‘ - ) —T : |Service Container i : _— '
:Service Function Pod ! Sidecar ! : Service : : | A
' ! H ! . ocal TCP !
Service Container ' ' : A ' v - L4 Volume '
Service ! : Sidecar Container . R :
i NFD ik & Top T : Sidecar '
local TCP A~ - Router Function Pod
Sidecar Container Volume i B ' Router Container S B
\ 4 — ; ; i

) Router Function Pod NDN Router Function Pod NDN

Router Container Router Container
Y Y

[ NLSR ]—[ NFD ] [ NLSR H NFD }

To other NDN routers To other NDN routers To other NDN routers To other NDN routers

Basic Arch. Router Arch. Serv::ri:gent Sharing NFD Arch.

S
P
r
[72]
my)
P
m
@)

(. J/

5 Y :
[HTTP Server]—)[ServiceAgent]
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Basic Arch. (BA)

Functional Blocks (FB)

[ Service ] executes function

Service Function Pod
Service [ ]
. Service

NLSR ] routes NDN router

Container

LocalTcP 1T [~ j
*_l\\lolume

Sidecar
Container [Sldecar]
[ NLSR ]—[ NFD ]

........................I...............- * NDN router = NFD managed by NLSR

processes Interest name

[
(Siaecar)
[

joins data chunks

NFD ] forwards NDN packets

B

[6] H. Saito, Y. Bando, K. Kanai, and H. Nakazato, “Performance evaluations of ICN service mesh using NDN function chaining,” IEICE, Technical Report vol. 122, no.
397, CS2022-85, pp. 71-76, March 2023, (in Japanese). 17



Problems of BA

Sidecar container contains NLSR

Serwce Function Pod

Service S
Container ervice

The num of NDN routers increases

Local TcP_1 j every time adding a new service
*_l\\lolume ry d

Sidecar
Container Sldecar]

[ NLSR ]-[ FD

Notification of nearby NDN routers
iIs needed

[6] H. Saito, Y. Bando, K. Kanai, and H. Nakazato, “Performance evaluations of ICN service mesh using NDN function chaining,” IEICE, Technical Report vol. 122, no.
397, CS2022-85, pp. 71-76, March 2023, (in Japanese). 18



Problems of BA

2 Function Pod

o
ce Serv E’
ainer ervice

Local TCP
I=E\/olumej
Iar

ainer [ Sidecar

5
= ) |

Add a service

= Service Function Pod

Service

Container [ Serwce]
Local TCP
= 1=6/olumej

Sidecar
Container [ Sldecar]

—
~
(s J o ) 4

-Illllllllllll

Service Function Pod

Service
Container

Local TCP

Serwce ]

I=E

Sldecar

Sidecar
Container

[ NLSR ]-[ NFD ]
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Problems of BA

Notice

Update Adjacency Info

2 Function Pod

ce Serv
ainer ervice

Local TCP
,ar

ainer Sldecar] ;
=) o]
. NFD ] ‘

1=Ej ;
[ NLSR ]-[ FD

: : Service Function Pod

Notice

Update Adjacency Info

Service

rv
Contalner Se ice

Local TCP 1

*_l\\/olum

ej

Sidecar

Container Sldecar

-
o )™

T
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|

Serwce Function Pod

Service S
Container ervice
Local TCP

Sidecar
= | Container Sldecar] -
: [ NLSR ]—[ NFD ]
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Router Arch. (RA)

Serwce Function Pod

Sidecar ~—
Container [ Sidecar]

ERouter Function Pod | NDN

Router

Container
. [ NLSR ]-[ NFD ] :
G EEEEEEEEEEEEEEEEEEEEER 1 llllllllllllllll L |

Service [ Serwce]
Container
Local TCP omm; Router Function Pod

Router container contains NLSR

[ NED ] forwards to the NFD
in the Router container

[ NLSR ] routes the NDN router

[ NFD ] forwards NDN packets

21



Router Arch. (RA)

EService Function Pod

serviee [ Service] Easy to add services
rocal T2 I_Elolumai « Connects to the network through a
g?:t;?:‘er [ Sidecar] router function pod
[ NFD ] Reduces routing load

« Reduces the number of NDN routers

- Router Function Pod | NDN

Router
Container : :
: Increasing number of NFDs
: [ NLSR ]—[ NFD ] :
I e e S : + Requires Router Function Pod
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RA Improvements

Serwce Function Pod

Service _
Container Se“"ce : Increasing number of NFDs

Local TCP 1 v | j
*_'\O ume

Sidecar "
Container S'decar] : Duplicate NFDs
('J"l :
. NFD |
! Router Function Pod | NON Removes the NFD
: | Router : in the Sidecar Container
Container I
[ NLSR ]—[ NFD ]
llllllllllllllllllllllll 1llllllllllllllll!

23



Service Agent Arch. (SAA)

Serwce Function Pod

Service [ ]
i Service

Container

Router Function Pod

Router
Container

Agent Service
Manager Agent

[ NLSR ]-[ NFD ]

Removes the NFD

in the Sidecar container

Move Sidecar into the Router
Container as Service Agent

Agent Manager creates
Service Agent

Agent :
Manaaer | Manages services
SLlss same role as Sidecar

Agent

24



Service Agent Arch. (SAA)

Serwce Function Pod

Service [ ]
i Service

Container

Router Function Pod

Router
Container

Agent Service
Manager Agent

[ NLSR ]-[ NFD ]

Reduces the number of NFDs

* Moves Sidecar FB into the Router
Container

3 The load on the Router container
: Increases

 Requires Agent Manager
« A Service Agent FB is required for
each service

25



Sharing NFD Arch. (SNA)

Serwce Function Pod

i [service [S _ ] : Removes the NFD iIn the
n . ervice m - .
: C°""“L'"erl e : Sidecar container
oca | Q/olum;:
: | Sidecar 5 Uses the NFD
: Container [Sidecar] : i i
: T in the Router container
R T
- Router Function Pod
: Router
Container
: [ NLSR ]—[ NFD ] :
........................ et
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Sharing NFD Arch. (SNA)

Serwce Function Pod

Service S
Container ervice
: Local TCP_} vg|um; Reduces the number of NFDs
Sidecar
: Container [ Sidecar] : * Removes the NFD in the Sidecar
: ) : container
......................... AT  Reduces the load on the Router
- Router Function Pod container
- Router : .
Container : N.o need for an S.erwce. Manager |
.  Sidecar FB runs in a Sidecar container
[ NLSR ]—[ NFD ] :
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Evaluation

relay relay2 relay3

g‘/ -\__/ -\__/ -\,—‘=
D
Consumer Producer

Content Size 10.76 MB
Request Interval 10 seconds
Measure_ment Parameters Number of Requests 10

* Service Memory Usage NSt 0
e Content Retrieval Time

* To measure memory usage

Allocated CPU 1 for each pod
* To isolate resource between pods

28



Memory Usage
> B1-relay ®2-relay @3-relay SNA iS Sma”eSt
_200 : « Share the NFD of the Router
s container
%150
30 SAA is largest

(&)
(@)

« Service Manager runs in the
Router container

o

BA RA SAA SNA

SNA can reduce memory usage
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Content Retrieval Time

= B 1-relay m2-relay @3-relay SAA iS Sma”eSt
« TCP is faster than NDN

S A A
o N b

RA is largest

* Increasing number of NFDs
« Time to search for NFD data

BA RA SAA SNA structures

Content Retrieve Time [s]

o N B~ O ©

SAA can reduce end-to-end latency
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Conclusion

We proposed Four IC-SM Models

Service Container

outer Function Pod NDN

Sidecar

Router Container

E Service EService Function Pod :
: Ty Peneeenoenoosooesooisiioioiios ! : :
H local TCPL. H iService Function Pod H ! |Service Container !
- - Volume | : : ! Service :
+ |Sidecar Container ' Service Contain H H H
ooy B ~—T ervice Container ' ! |
iService Function Pod Sidecar : Service : ' oo 07] |
! : : ! local :
- - H : ! H Volume | :
Service Container Semvice : : 4 : : Sidecar Container — H
: NFD : - : Sidecar H
N H : Router Function Pod TCP : :
ocal TCP ' : : : y :
- ' Router Container : -

Sidecar Container @e :
v H

To other NDN routers To other NDN routers To other NDN routers To other NDN routers

BA RA SAA SNA

The Number of NDN Routers Reduced

End-End Memory
Latency Usage

Reduced Reduce
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Future Work

Performance Monitoring Autonomous
Trace Facility Management

. o Practical Performance
Practical Application ,
Evaluation
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APPENDIX



Evaluation

Producer Pod

Producer Container
(producer)

/img.jpg

'Service Function Pod
\(service name: /relay1)

Service Container
(relay1_service)

Sidecar Container
(relay1_sidecar)

:Service Function Pod
\(service name: /relay2)

Service Container
(relay1_service)

Sidecar Container
(relay2_sidecar)

Consumer Container |
(consumer) :

Host

2-relay topology using Basic Architecture
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Evaluation

Producer Pod

Producer Container

---------------------

‘Service Function Pod
\(service name: /relay1)

---------------------------

‘Service Function Pod
\(service name: /relay2)

Service Container
(relay1_service)

Service Container
(relay2_service)

Sidecar Container
(relay1_sidecar)

Sidecar Container
(relay2_sidecar)

Router Function Pod

(producer)
/img.jpg Router Container | Consumer Container
o (router1) v (consumer) :

Host

2-relay topology using Router Architecture or Sharing NFD Architecture
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Evaluation

EService Function Pod EService Function Pod
E(service name: /relay1) E(service name: /relay2)

Service Container
(relay2)

Service Container
------------------------ ! (relay1)

Producer Container | | - """"°°°"°°° A VoopTTTTT e
Router Functign Pod

(producer) Lo

/img.jpg Router Container | Consumer Container

! o (router1) Lo (consumer) !
Host

2-relay topology using Service Agent Architecture
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AEEREDRHER (2-relay)

200
B consumer @ producer
180 : :
Orelay1_service  Orelay1_sidecar
160 Orelay2_service  @Orelay2_sidecar
— 140 Erelay1 Erelay2
m
E mrouter1
o 120
(@)]
&
£ 100
E’ 80
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S 60
40
20
0

SNA

38



