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The quantum stream cipher by Yuen 2000 protocol (Y-00) and
the step of Y-00 to the secure photonic network application
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Abstract Although the current networks are playing an essential role in modern societies, the personal information and
proprietary information transmitted in such networks are not always encrypted. Some information encrypted is based on the
mathematical cryptography whose security level is mainly dependent on the computational complexity. According to the
decipher history, the mathematical cryptography cannot completely deny the possibility of the information leakage.
Consequently, for securing user’s security and convenience, a construction of an extremely highly secure network is an urgent
matter. In the workshop, first, we experimentally demonstrate monitoring the data in the currently-operated optical local area
network of Tamagawa university and reveal the easiness of monitoring the data, which draws attention to the need of the
secure network construction. Next, features and performance of the quantum stream cipher by Yuen 2000 protocol (Y-00) are
described. Unlike the mathematical cryptography, the Y-00 has potential of the realization of the ultimate security
communication. We also report on the performance of the Y-00 prototype developed for the practical application.
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