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Data-plane OpenFlow Switches
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MAE—F IER BIERNIER FER D E K B K1
Tapsp | User-category | role A—H D& R privileged
(11D realm 1—Y DB tohoku.ac.jp

emergency_user BERAMA—Y%4KT | TRUE/FALSE

KEBE | emergency emergency_group | BEMEHT SR Medical service

emergency_access | BET77EALIZLVEEL | X XXX

~
/

BEER

A W (s @ BT

o e e b=

TEE/IKERA
BIEER

N

[1] T. Watanabe, et al. “"Flexible Access Control Framework Considering IdP-side’s Authorization
Policy in Roaming Environment," Int’l Workshop on MidArch’12, pp. 76-81 (July 2012).
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userl | AR 1 —H

user2 | EEEI—HFUEERY) S2
user3 | EERF 1 —H(HFHEREL) S3
userd | BEEE k1Y S4

BEMICTI/EATEDKEBRY—N

S5 | £ DA —RREIRA U B—Ry b EDH—N

FHADZRAHIBTHE T DEIEFER

BEREA | user4
HEBEB | userl | emergency_user={true}

user2 | role={privileged}, emergency_access={S2}
HEEC —

user3 | role={unprivileged}, emergency_acdess={S2}
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TOEREBEERBEETOHN1/2)

o 7HOHREIL(GIDXRZER)

i ]

REFLECT_ACCS Fax:kel In recewed dalal:lath_ld E !]:ﬂl][] transact ion_id = (Mudclf0, buffer_id =
Dxffffffff, total_len = 74, in_port = 15, reason = 0, data_len = 74 ).

[REFI.EI:T_,AIZI'E]m!;d.u:}"l= [wildeards = O{none), in_port = 15, di_src = 18:3d:a2:82:a1:70, di_dst
B:b5:89:cc: 1f:6a, dl_vlan = 0xffff, di_vlan,pce = 0, di_type = 0800, rw_tos = 0. me_prote
. msre = 172.84.1, 19882, nmodet = 172.24,1.40/82, tp_src = 8, tp_dsl = 0]
[REFLECT_ACCS] get_sgid: GID{424)

[REFLECT_ACCS] get_sgid: GID(428)

[REFLECT_ACCS] get_szid: GIDC10000)

[REFLECT_ACCS]zet_deid: GID(207)

[REFLECT_ACCS]get_deid: GID(10001)

[REFLECT_ACCS]hand le_packet_in: judes access NG
ﬂHEH.E[:LAI’JBE]chardm; packels for & cerfain period { datapaih_id = 0x100, match = [wildcard |
s = O{none), ir_port = 15, di_src = 19:3d:a2:82:a1:70, di_dst = B8:b5:99:cci1fiBa, di_vlan = 0
«ffff, di_vlan_pcp = 0, di_twee = 0xB800, ne_los = 0, m_proto = 1, nw_src = 1?2.24,|.I9$.f32. n
w st = 172.24.1.40/32. tp src = 8. tpdst = 0], duration = 5 [sec] )

[REFLECT_ACCS]Packet-In received { datapath id = 0x100, transaction_id = Dxdc8f3, buffer_id =
Nef fEEFfF, total_len = 74, inport = 15, reason = 0, data_len = 74 ).
[REFLECT_ACCS]match= [wi ldcards = O{none), ircport = 15, di_src = 18:3d:a2:82:a1:70, di_dst
IS b5:89:cei0ftac, dl_vlan = Dxffff, di_vianpep = 0, di_type = 0800, rw_tos = 0, me_prote =
«orwosre = 172.24.1.198/592, redst = 172.24.1.40/82. te_src = 8. tpodst = 0

&
1

23

FORRE/BEERBREBIETOHAN(2/2)

Tt AHAI(CIDEER), BEEREDY

[REFLECT_ACCS]nodifa_f low_entry: doid{0x000100255cEb6803 )

[REFCECT_ALCS] Facket-In received | datapatf_id = UxIO0, fransaction id = Dxddoid, DUTTer_id = U=fTTT1111, total_len = ¢&, ir_port = 1
b, reason = 0, data_len = 74 .

vlar_pcp = 0, di_type = 0x800, r_tos = 0, n_proto = 1, nwsrc = 172.24.1.198/82, rw.dst = 172.24.1.43/32, tpsrc = 8, tp.dst = 0]
[REFLECT_ACCE] et _sgid: GID(424)
[REFLECT_ACCE] et _szid: GID(428)
[REFLECT_ACCE] get_szid: GIDC10000
[REFLECT_ACCE] get_dzid: GIDE202)
REFLECT_ACCE] zet_dzid: GIDE30Z)
REFLECT_ACCS]zet_dzid: GID(10002)
REFLECT_ACCS]handle_packet_in: judge access OK(prierity=1)

REFLECT_ACCE]make_path: Access UK and priority flow

REFLECT_ACCSImodify_f low_entry_priority: pathtvpe(MOST_LOWER), dpid(0x000100255c6E68E9)
REFLECT_ACCSImodify_f low entry_priority: pathtvpe(MOST_UPPER), dpid(0x0000000000000100)

[REFLECT_ACCS]match= [wildcards = Ofnone), in_port = 15, di_src = 18:3d:a2:82:a1:70, dl_dst = 54:52:00:7f:95:ca, dl_vlan = Dxffff, di_

REFLECT PLLoIPacket- 1N received | Jolapairid = Ux T0ZonCEOEoDT, Lransact 1ot 0 = UebnlD, DUTTer_1d = UxiTiiii1T, total_len = 18, 1
rniport = 14, reason = 0, data_len = 74 )

vlar_pcp = 0, di_type = 0x800, rw_tos = 0, re_proto = 1, rw_sre = 172.24.1.48/32, nw dst = 172.24.1.198/82, tp src = 0, tp_dst = 0]
REFLECT_ACCE]get_szid: GID(202)
REFLECT_ACCE] get_szid: GID(302)
REFLECT_ACCE]get_szid: GIDCIOOOZ)
REFLECT_ACCE] zet_dzid: GID(424)
REFLECT_ACCE] zet_dzid: GID(428)
REFLECT_ACCS]zet_dgid: GID(1UUDU)
REFLECT_ACCE]handle_packet_in: judge access OK(priority=1}

[REFLECT_ACCE]make_path: Access TR and priority Tlow

[REFLECT_ACCSImodifw_f low_entry_priority: pathtvpe(MOST_LOWER), dpid(0x0000000000000100)

[REFLECT_ACCS]match= [wildcards = U(none): in_port = 14, di_src = 54:62:00:71:88 e, dl_dst = 18:3d:a2:82:a1:70, di_vlan = Oxffff, di_

[REFLECT_ACCSImodifw_f low_entry_priority: pathtype(MOST_UPPER), dpid(0x000100255cE06809)
20 g T Al =T =T =T O S0 10T o A T ] M 3140 PR ) =1 00 e 74 PO ) 0 B = -

rport = 14, resson = 0, data_len = 74 ).
[REFLECT_ACCS]Imatch= [wildcards = Ofnone), in_port = 14, dl_src = 54:52:00:7f:85:ca, dl_dst
wlar_pop = 0, di_type = 0xB00, mw_tos = 160, rw_proto = 1, me_src = 172,241, 45/52, nw_dst

172.24.1.198/32, tpsrc = 0, tp.dst = 0]

18:3d:a2:82:a1:70, dl_vlan = Dxffff, di_

24
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OFSEThO#HEHEHR

o INTYRAYSEDEZHZ

|| <entry 53015 |

table type : normall
forwarding state 1 software-based 1%5'&7 D (j:

matched octets H 574 octets N E &
matched packets : 7 packets —_— W 1 \
green and vellow octets 3 B0 octets TOSj,r }l/IN IP Precedense I—75 5
green and vellow packets @ 7 packets ~ N

: D ooiet VLAN tagZ74—ILRAPCP{EMN7

red packets s 0 packet

idle timerimax/current) : 602 sec /513 sec - % > *L é

hard timer{max/current ) = 0 sec / 0 sec 'h% Zb —CL\ .

priority : exact (BB535)

added command o f lowmod

added time T 2018402415 01:50:08 JST

last modified time S |

flow cookie H P

match / \
match type 1 STANDARD#

input port : 0/22[0x00000016] Oxao O 03

src mac address 1 183d.a282.2170 X

dst mac address 1 B4B2.007f.95¢ca

input wlan o 4054

input wlan pop g 1 0 1 O 0 O 1 1
ethernet type t 0x0800 [IPv4]

tos (dscp, ecn) t 0xal/0:03 (0x28, any) =

ip protocol : TTTICHF. 2 N

src ip address 1 172.24.1.198

dst ip address D 172.24.1.43

ipvB flow label  } any _ IP Precedence

icmp type T B(0x08) .

icnp code L 0E0=00) 3b|t j
metadata : 0x0000000000000000
action 1

type : STRIP_YLAN
action 2

type : OUTPUT

out part t 0/14[0:0000000e]
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