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Interface/IP filter Support

struct SRIFEntry {
TAILQ_ENTRY(SRIFEntry)
struct iff_filter

srif_list;
srif_filter;
b

struct SRIFEntry srif[IFMAX];

for(i = 0; i < ifcount; i++){
srif[i].srif_filter.iff_name = MYBUNDLEID;
srif[i].srif_filter.iff_protocol = 0;
srif[i].srif_filter.iff_input = sr_iff_in_fn;
srif[i].srif_filter.iff_output = sr_iff_out_fn;
srif[i].srif_filter.iff_event = NULL;
srif[i].srif_filter.iff_ioctl = sr_iff_ioctl_fn;
srif[i].srif_filter.iff_detached = sr_iff_detached_fn;
TAILQ_INSERT_TAIL(&sr_iflist, &srif[i], srif_list);
ret = iflt_attach(ifnetp[i], &(srif[i].srif_filter),

&(gsr_if_filter[i]));

struct ipf_filter sr_ipf_filter = {
&sr_enable, /* void * cookie */
MYBUNDLEID, /* char * filter name */
sr_ipf_input, /* ipf_input_func */
sr_ipf_output, /* ipf_output_func */
sr_ipf_detach_func /* ipf_detach_func */

errno_t sr_iff_in_fn( void *cookie, ifnet_t interface,
protocol_family_t protocol, mbuf_t *data, char **frame_ptr)

{
/* If stop packet processing */
return EJUSTRETURN;
/* If continue to normal path */
return 0;

}

error_t sr_ipf_input(void *cookie, mbuf_t *data, int offset,
u_int8_t protocol)

{
/* If stop packet processing */
return EJUSTRETURN;
/* If continue to normal path */
return 0;

}

errno_t sr_iff_out_fn (void *cookie, ifnet_t interface,
protocol_family_t protocol, mbuf_t *data)

error_t sr_ipf_output(void *cookie, mbuf_t *data,
ipf_pktopts_t options)

{
/* If stop packet processing */ /* If stop packet processing */ ’
return EJUSTRETURN; return EJUSTRETURN;
/* If continue to normal path */ /* If continue to normal path */
return ;. return 0; A
} } 3
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Socket filter Support

struct sflt_filter sr_sflt_ip4_tcp = {
SIRENS_HANDLE4TCP,

b

/* sflt_handle */

SFLT_GLOBAL | SFLT_EXTENDED, /* sf_flags */
MYBUNDLEID, /* sf_name */
sr_unregistered_fn, /* sf_unregistered_func */
sr_attach_fn, /* sf_attach_func */
sr_detach_fn, /* sf_detach_func */
NULL, /* sf_notify_func */
NULL, /* sf_getpeername_func  */
NULL, /* sf_getsockname_func  */
NULL, /* sf_data_in_func */
NULL, /* sf_data_out_func */
sr_connect_in_fn, /* sf_connect_in_func */
sr_connect_out_fn, /* sf_connect_out_func */
sr_bind_fn, /* sf_bind_func */
sr_setoption_fn, /* sf_setoption_func */
sr_getoption_fn, /* sf_getoption_func */
NULL, /* sf_listen_func */

NULL /* sf_iocsr_func */

/* sr_accept_fn 1is in extension part in filter */

errno_t
sr_accept_fn(void *cookie, socket_t so_listen, socket_t so,
struct sockaddr *local, struct sockaddr *remote)

/* Check and mark protocol support */
return 0;

3

errno_t sr_bind_fn(void *cookie,
socket_t so, const struct sockaddr *to){
/* Check and mark protocol support */
return 0;

i

errno_t sr_connect_out_fn(void *cookie,
socket_t so, const struct sockaddr *to)

/* Check and mark protocol support */

return 0;

errno_t sr_getoption_fn(void *cookie,
socket_t so, sockopt_t opt)

{
int error = 0;
switch(sockopt_nameCopt)){
case IPSIRENS_ABC: /* New socket option */
error = 0;
}
return error;
}

errno_t sr_connect_in_fn(void *cookie,
socket_t so, const struct sockaddr *to)

/* Check and mark protocol support */
return 0;

} o

errno_t sr_setoption_fn(void *cookie,
socket_t so, sockopt_t opt)

{
int error = 0;
switch(sockopt_nameCopt)){
case IPSIRENS_ABC: /* New socket option */
error = 0; ’,
}
return error;
} ’ N
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