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Abstract The internet is exposed to malware or botnet attacks consistently. Network administrators should send
out early warning of attacks typically caused by network scanning, for alerting network users. Earlier researches
attempt to distribute passive sensors or utilizing unused-IP addresses inside the gateway for threat monitoring.
However, considering the situation of the IPv4 address pool exhaustion, IP address based monitoring will be hardly
expand the scale in the near future. By the same token, there is a limitation for monitoring IPv6 address space.
In this paper, we propose a flow-based malicious attack detection for malware or botnets. In addition, we adopt
virtual hoenypot and sensors in the working network not to effect the existing services. Our method is effectively
select malicious flows from the large volume of backbone traffic. We focus on TCP flows with flags and delayed
responses. We locate non-responding flows (Darkflow) and integrate them with sensors or honeypots.

Key words Internet threat, network flow, malware, botnet, darkflow
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