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Abstract—The estimations of the performance parame-
ters have been proposed using measurement made at a lim-
ited subset of computers is defined as the network delay
tomography. Under the assumption the network topology
and the routing table is fixed and the distribution of each
link delay is independent, the problem is reduced to the
parameter estimation using the likelihood method. How-
ever, we must also note that the network topology is not
necessarily known or fixed throughout the observation. In
this paper, we propose a method of network delay tomogra-
phy for the network where the network topology is also not
known and to be estimated as well as the density distribu-
tion of link delay. The representation of network topology
is the same as the arithmetic expression, then we can as-
sign the fitness for each individual by calculating the link
delay estimation by using the pseudo likelihood method.
The simulation studies are given for the artificially gener-
ated data.

1. Introduction

According to the fast growth of the Internet and related
services, network monitoring and inference need to deal
with a large number of network performance parameters
such as packet delay on links. Since it is hard to directly
measure network traffic characteristics by observing indi-
vidual routers and servers, the estimation of the perfor-
mance parameters can only be based on measurement made
at a limited subset of computers.

Under the assumption the network topology and the rout-
ing table is fixed and the distribution of each link delay is
independent, the problem is reduced to the parameter esti-
mation using the likelihood method. Since the parameter
estimation based on the full likelihood method is computa-
tionally infeasible and time consuming, several alternatives
were proposed by modifying the full likelihood function to
estimate parameters such as pseudo likelihood method.

However, we must also note that the network topology
or the routing table is not necessarily fixed throughout the
observation. Even more, if the network includes a closed

form facilities such as the platform and the ASP (Appli-
cation Service Provider), then the internal structure of the
portion of network is not known to the users.

In this paper, we propose a method of network delay to-
mography for the network where the network topology and
the routing table are also not known and to be estimated
as well as the density distribution of link delay. The net-
work delay topology is estimated by extending the Genetic
Programming (GP) which has been successfully applied to
the approximation of functions. By regarding the end-node
as the terminal symbols and the arithmetic operation as the
node of network connecting links, the same representation
of the network as the arithmetic expression of GP is avail-
able.

Each individual is the representation of network topol-
ogy, and then we can assign the fitness for each individual
by calculating the link delay estimation by using the pseudo
likelihood method proposed by Liang and Yu.

The proposed method of the paper is applied at first to
the artificially generated data for a certain network struc-
ture. The result shows that after about 200 generations of
the GP procedure, we have good estimation for the network
topology and the delay distribution of link.

2. Estimation in Delay Tomography and Network
Topology

2.1. Basic Model and Framework

We assume that in a general network topology a node
represents a computer or a subnet (a connection of comput-
ers). A connection between any two nodes in the network is
called a path, which may consist of several links. A packet
is a unit of data of bits. Information is exchanged by send-
ing packets along a path from a source nodes to destination
nodes.[1][3]

Let X = (X1,X,,...,X;) be a J dimensional random
vector, which reflects the network dynamics of interest,
namely, the link delay or traffic flow counts at a particular
time interval. Let Y = (Y, Y>, ..., Y;)’ be an I-dimensional
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measurement vector. The goal of the network tomography
is to estimate X from the observed Y.

Y = AX. (1

where A is [ X J routing matrix.

Usually, the matrix A is determined by the network
topology and the routing table at each router in the net-
work, and is also restricted to be a fixed routing (without
dynamic routing). Thus, the matrix is a fixed 0-1 matrix.
However, in the paper, we assume that the matrix A is also
estimated by using the GP procedure.

We assume that all components of X are independent
each other, even though such an assumption does not hold
strictly. But it give us a good approximation for the first
step of analysis. Furthermore, we assume that the variable
Xj obeys a density function f; such as

X; ~ £;(6)). 2)

where is the parameter to be estimated. Then, the whole
model includes the parameters 6 = (6y, 6, ..., 0;).

Let Y1 Y,,..., Yr (whose elements are Y;; be the observed
data vectors at T consecutive time points, and X;, X5, ..., Xj
(whose elements are X;;) be the corresponding unobserved
network performance quantities of interest.

2.2. Subproblem with Pseudo Likelihood Estimation

Since the full likelihood method is still computationally
infeasible or time consuming for most network tomogra-
phy, a unified pseudo likelihood method is proposed. In
the following, we follow the pseudo likelihood method by
taking the product of subproblems with similar but simpler
dependence structures.

Subproblems are formed by selecting some pair of rows
from the routing matrix A. Namely, we select all possible
pairs, but a subset can be judiciously chosen to reduce the
computation.

Let S denote the set of subproblems by selecting all pos-
sible pairs of rows from the routing matrix A. Then, for
each subproblem

Y, = AsXs, 3)

where X is the vector of network dynamics involved in the
subproblem, and Ag is the corresponding routing matrix.

A discretizaton scheme is imposed on link-level de-
lay in such a way that X; takes finite possible values
in (0,q,2q,---,mgq,), where g is the bin width and
m is a constant. Assume ¢ is known so that each
X; is a independent multinominal variables with 6; =
(6/(), .6]'] 5 eeey elm, 6100).

6 = Prob(X; = lg). “

If the delay is infinite, it implies that the packet is lost dur-
ing the transmission.

Let n%, be the number of packets whose length is lg.
For a given subproblem s, each component of Xy is an in-
dependent multinominal random variable so that the log-
likelihood function gives the complete dataX;, X5, ..., X7 is

s= Z Z n%)log 6. (5)

jeJs 1

Where, JS is the jth element of X is involved in s.Let 6%
be the parameter estimate obtained in the kth step of pseudo
likelihood EM. Then, the Expectation Maximization algo-
rithm is given as follows.

A uniform distribution for initial values of 6 is used for
all possible j and /, then, ej.? =1/(m+2).

(E-step) Calculate next value

T
A= Epn() | 1XS = IgY;). 6)
ses t=1
(M-step) Update as follows
iy
0" = <= R=[0,1,..,m,co]. ™
i ZrER njr

3. Estimation of network topology by the GP

In the basic method of the network tomography, we as-
sume that the network topology is known and fixed. Then,
we extend the model to the case where the network topol-
ogy is not known as well as the delay distribution. In our
method, the network topology is represented as a tree struc-
ture, and is regarded as an individual to be improved by the
genetic operations.

If a network topology is compared with the tree structure
of GP, a middle node in the tree structure can be considered
as a node in the network(a network router or a hub), and a
terminal node of the tree is considered as an end-node(a
terminal computer).

Since each individuals(tree) in GP corresponds to a re-
alization of one network topology, the network topology
which an individual expresses can be changed by carrying
out genetic operation of GP. And, more appropriate esti-
mates of the network structure depending on the fitness of
individuals are obtained.

Once the network topology is determined by interpret-
ing the individual of GP, then the delay distribution on the
end-nodes are calculated by the PLE. The fitness of an in-
dividual is defined as the inverse of estimation error for the
delay distribution on the end-nodes.

The algorithm of estimation of the network topology and
delay density functions by the network tomography and the
GP is summarized as follows.

(Step 1)an initialization of individuals of GP
The population(pool) of first individuals is generated
based on a random number. Generate an initial population

400



of random composition of possible nodes and terminals ex-
pressing the network. In this case, it is necessary to count
each number of nodes of middle and terminal so that the
tree structure which makes sense as topology may be ob-
tained.
(Step 2) Calculation of the fitness of each individuals
Compute routing matrix A of each individuals in the
population. And fitness value of individual are defined as
the inverse of estimation error of joint density function of
delay at the end-nodes of the estimated network and those
of the observed value in receivers. Then, sort the individu-
als according to the fitness S ;.
(Step 3)Selection
Select a pair of individuals chosen with a probability p;
based on the fitness. The probability p; is defined for i-th
individual as follows.

N
Pi=(Si=Smin)] D (Si = Smin). @®)

where S ,,,;, is the minimum value of §;, and N is the popu-
lation size.
(Step 4)Crossover operation

Then, create new individuals (offsprings) from the se-
lected pair by genetically recombining randomly chosen
parts of two existing individuals using the crossover op-
eration applied at a randomly chosen crossover point.

Iterate the step 3 and 4 several times to replace individu-
als with lower fitness.

(Step 5)Mutation operation

Apply the mutation operations at a certain probability.
If the result designation is obtained by the GP ( the maxi-
mum value of the fitness become larger than the prescribed
value), then terminate the algorithm, otherwise go to Step
2.

Although the tree which does not express the network
structure appropriately may be generated in initial individ-
ual generation, crossover operation and mutation opera-
tion. The problem is resolved by imposing some restric-
tion in the generation of initial set of individuals and the
offsprings generated in the crossover operations. Give the
number of end-nodes N, in the observation, then we select
only initial set of individuals in which the number of nodes
corresponding to the terminal nodes in the tree structure is
the same as N,. Moreover, at the crossover operation and
the mutation operations to generate offsprings, it is claimed
that the number of terminal nodes is the same as N,.

3.1. The estimation of the artificially generated delay

As an application of the GP method to identify and esti-
mate the delay tomography, we carry out model simulation
on multicast tree depicted in Fig.1. Here, it is assumed that
the network topology shown in Fig. 1 is unknown and de-
lays at the terminal node are only observed.

Followings are used for the simulation study.

e Discretization parameters of a delay density function,
described in section 2.2: ¢ = 1,m = 20

Figure 1: The network used for estimation of GP
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Figure 2: delay distribution on link7

e delay density functions of nodes: Exponential distri-
bution (Averages are from 3 to 8)

e the number of multicast delay measurement:200

Since the topology of this network is simple, GP and EM
method can estimate the same topology at 26th step of GP.

Figure 2 shows estimated density functions of delay
compared with true density functions at link7. The x-axis
of this figure shows the discretization parameter m. Al-
though there is a divergence of original and the estimated
density function where m is small, it can be said that the al-
most same density function as the original density function
is estimated by this method. This is because the topology
estimated by GP and the original network topology is the

0.045

Original 'OLII"!t denéity_funcfion of delay on'Link1l'— —
stimated joint density function of delay -------

0.04
0.035
0.03
0.025
0.02 1,
0.015
.01k

0.005

0 10 20 30 40 50 60 70 80

Figure 3: delay distribution on link11
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same, if the estimated topology is different, the estimated
error of density functions will become large.

Figure 3 shows estimated join density function of delay
compared with true joint density functions at link11. The
x-axis of this figure shows the discretization parameter m.
If the estimated network topology differs from the original
one, the passed number of links may be different and an
estimated error becomes large.

The results show that MPLE with GP procedure provide
us almost the same estimation for delay distribution. Fur-
thermore, the network topology is also estimated and iden-
tified by the GP procedure given in the paper.

4. Conclusion

We proposed a method of network delay tomography for
the network where the network topology and the routing
table are also not known and to be estimated as well as the
density distribution of link delay. Each individual in the
GP was the representation of network topology, and then
assigned the fitness by calculating the link delay estima-
tion by using the pseudo likelihood method. The simula-
tion studies were shown for the artificially generated data
and real world data.

The problems remain to be solved are the extension for
various real world data and estimation of density function
in a functional form, and the further research will be done
by the authors.
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