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Abstract In access control for XML documents, the security level for particular XML nodgsrdidepending on user’s id

or role. In this paper, we propose an introduction of Policy Tables for each role, and discuss optimization of the tables. In
general, there is a tradefd®etween the power of policy description and the time required for access judgment. We discuss two
approaches to the reduction of time for access judgment. The first one is the creation of Policy Tables beforehand. The secon
approach is a simplification of Policy Tables by exploiting the consecutive property of judgment result for XML elements.

Key words XML,Access Control,Security

gobooooboooobbooobooooooooooooo
obobooboobobooboboobOoboobOoboOobOoboon
gboooooocooooboooooooooobooobooooo
gooooobooooboooooboooooboooooooooo
goboooooooo

1. 0000
00000000000000000000000XML OO0
00000O0XMLOOOO0OOO0OOO0O000000000000
O [1][2][6]. XML 000O0000000000O0XMLOOOO
00000000000000000000000000000
OD00O0O0O0000O0OXMLOOOOOoOooooooopo  HHddgoooboooooboobooooooobon
0000000000000000000000o0ooopgon BO0000O,0bobobgooooogooonnd
0000000000000 XACML(eXtensible AccessControl Qo popoQ,000000000000000O0O0O0000O0
Language) [4) XACL(XML Access Control Language) (3] 0  nopoooo000000000000000000000,0
0000000000000000000000000000 0000000000000000,00000000000
OIDO00000000oOO0O0000O0O0oOooooO0Ooooonoo O000000D00DD0DOODo0OooDooDooooooooon
readwiite 00 000000000000000000000C 00000000 [E.0000000,00000 XML OO0

goodooo0dbooo0oooooooooooooooono 0000000000000 000,00000000000
goboooooboodooooooboooobooooboon 00000000000 0000000000OXML 000



<Karte>
<patient>
<patient_name>Bob</patient_name>
<doctor_name>Sam</doctor_name>
<age>24</age>
<comment>
<disease_name>++===+=- </ disease_name>
<condition_for_patient>==««--- </condition_for_patient>
<condition_for_doctor>
<plan>+==rx-- </plan>
<effect>==rrvx-- </effect>
</condition_for_doctor>
</comment>
</patient>
</Karte>
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<?xml version=1.0" encoding="UTF-8"?>

<Policy xmlIns="urn:oasis:names:tc:xacml:1.0:policy”
xmins:xsi=
xsi:schemalocation="urn:oasis:names:tc:xacml:1.0:policy

Policyld="identifier:example:SimplePolicy”
RuleCombiningAlgld="identifier:rule-combining-algorithm:deny-overrides”>
<Description>
Karte access control policy
</Description>
<Target>
<Subjects>
<Anysubject/>
</Subject>
<Resources>
<AnyResources/>
</Resources>
<Action>
<AnyAction/>
</Action>
</Target>
<Rule
Ruleld="urn:oasis:names:tc:xacml:1.0:example:SimpleRule”
Effect="Deny”>
<Description>
An patient cannot read element of condition-for-doctor.
</Description>
<Target>
<Subjects>
<l--mach role subject attribute -->
<SubjectMatch
Matchld="urn:oasis:names:tc:xacml:1.0:function:string-equal”>
<AttributeValue
DataType=" ">patient
</AttributeValue>
<SubjectAttributeDesignator Attributeld=
“urn:oasis:names.tc:xacml:1.0:example:attribute:role”
DateType=" ">
</SubjectMatch>
</Subjects>
<Resources>
<Resource>
<ResourceMatch
Matchld="urn:oasis:names:tc:xacml:1.0:function:xpath-node-mach”>
<AttributeValue>
/Karte/patient/comment/condition_for_doctor </ AttributeValue>
<ResourceAttributeDesignator Attributeld=
“urn:oasis:names:tc:xaml:1.0:resource:xpath”
DataType=" 1>
</ResourceMatch>
</Resource>
<Resources>
<Actions>
<Action>
<l--match ‘read’ action-->
<ActionMatch
Matchld="urn:oasis:names:tc:xacml:1.0:function:string-equal”>
<AttributeValue
DateType=" ">
read
</AttributeValue>
<ActionAttributeDesignator Attributeld=
“urn:oasis:names:tc:xacml:1.0:function:action:action-id”
DataType=" g
</ActionMatch>
</Action>
</Actions>
</Target>
</Rule>
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