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手法

LSB置換 / 符号化アルゴリズム /  
人間の認知システム / 
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抽出方法 プライベート/ ブラインド
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防災サイレンへの応用

情報ハイディング 
技術で埋め込み

災害情報

サイレン音



防災サイレンへの応用
提案システムのメリット
音質劣化しても問題ない 
　　　　➡強い強度で埋め込める 
既存のインフラが利用できる 
　　　　➡初期費用が不要 
音声のみで通信➡WiFi接続不要 
文字で表示 
　➡耳の不自由な方にも情報伝達可能



防災サイレンへの応用
 さまざまな戦略
相関型データハイディング
周波数領域への埋め込み
擬似サイレン音の生成
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図 3.3 CSP法による同期検出モデル

3.1.2 同期処理とアナログ伝送
送信信号はアナログ伝送を行う通信路を通じて受信端末に届く．受信端末では，まず
同期処理によって同期回復を行う．本方式では，白色化相互相関法 (CSP: Cross power

Spectrum Phase analysis) [11, 12] に基づいて同期回復を行う．主に音響信号処理分野に
おいて，CSP法は複数のマイクへの信号到達時間の差を算出することで，音源の位置推定
や音源分離を行うために用いられている．提案方式では，CSP法に基づいて受信信号に同
期信号が含まれているか否かの判定と同期信号が検出された場合に，通信開始時間を推定す
る．著者らは従来手法において，相互相関法を用いて同期回復を行っていた [1, 2]．しかし
ながら，従来方式ではアナログ伝送による歪みや加法的な雑音が原因で 10[m]以上のアナロ
グ伝送において同期ずれが発生していた．これに対して，CSP法を用いた同期回復処理を
提案する．
CSP法では，受信信号と送信信号との相関を算出することで受信信号におけるステゴサ
イレン信号の開始位置を取得できる．しかしながら，受信側であらかじめ保存しておいた送
信信号を参照することはノンブラインド方式といい，送信信号が特定のサイレン信号に限定
されることになるため実用性に欠ける．そこで，送信信号の代わりにあらかじめ送信信号の
先頭に同期信号を付け加え，受信側では同期信号を参照して同期回復を行う．同期信号を用
いた同期検出方式を図 3.3に示す．送受信間で共有している同期信号とマイクから得られる
受信信号との CSP係数を算出すると，ステゴ信号の先頭にある同期信号の時間で高い値を
得ることができる．ある閾値を設け，閾値を超える CSP係数が得られた時間からステゴ信
号の開始位置を推定できる．
具体的に，周期 LC = 2lc − 1のM系列MC [n]を用いて同期信号の生成と同期検出を行

13
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防災サイレンへの応用
実行速度の検証

埋め込み処理 
（PC）

抽出処理 
（iPhone）

Processor Intel Core i5 
2.6GHz

Apple A9 
1.85GHz

RAM 8GB 2GB

信号長 2.6s 2.6s

実行速度 42.3 ms 5.2 ms/block
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送受信アプリ
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防災サイレンへの応用
今後の課題

最適パラメータの導出 
誤り検出 ➡ 誤り訂正 
受信アプリで辞書を共有 
ドップラーシフトの影響を評価 
屋外での特性評価と改良



Tone Code



Tone Code
#１コード進行の利用



Tone Code
#２スネアドラムの利用



Tone Code
#３ディストーションの利用
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Fig. 1  Proposed technique: (a) raw music data, (b) embedding 
procedure based on distortion effect, and (c) extraction procedure 
based on average calculation. 
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The robustness of the proposed technique is related to the 

intensity constant a. If a is close to 1, it becomes difficult to 
distinguish the symmetric clipping method from the 
asymmetric clipping method. According to some 
preliminary experiments, this constant should be smaller 
than 0.5. 
 
3.2. Extraction procedure 
In the extraction procedure, secret data is extracted from the 
stego data in a frame-by-frame manner. 

For a detection threshold d (d > 0) and stego data y(n), 
the secret data of the kth frame e(k) after the extraction 
procedure is defined as follows. 
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In this definition, the frame size N can be expressed as N 

= 60 B fs / T, where fs, B, and T denote the sampling 
frequency, the tempo of the embedding procedure, and the 
tempo of the music data, respectively. 

 
 

Fig. 2  Resistance against mixing procedure. 
 
4. Evaluation 
To evaluate the proposed technique, we performed a series 
of experiments. As a pilot study, we employed a song of 
101 s duration and 195 bpm tempo for the evaluation. This 
song consisted of three tracks including drum, bass, and 
keyboard instruments. The secret data was a randomly 
generated binary sequence, which was embedded into the 
bass track of the song by the proposed technique. 
 
4.1. Resistance against mixing procedure 
First, the mixing resistance was examined to evaluate the 
detectability of the secret data when the bass track is mixed 
with the other tracks. 

In the experiment, three different tempos of the 
embedding procedure were examined, where B was chosen 
to be 0.5, 1, and 2 beats. In addition, four different S/N 
(signal to noise) ratios of the bass track were examined, 
where the S/N ratio was chosen to be 13, -8, -16, and -30 
dB. The S/N ratio was calculated for the condition that the 
bass track was the signal and the other tracks were noise. 
The S/N ratio of the original song was -8 dB. It was 
assumed that this was the normal level of the bass track for 
usual songs since its loudness was perceived to be 
moderate. 

Figure 2 shows the experimental result in the form of the 
BER (bit error rate) for each condition. In general, the BER 
decreases as the S/N ratio increases. It appears that the 
performance for 0.5 beat is worst. This condition does not 
effectively take account of the attack part of each note, 
which results in large differences between the symmetric 
clipping method and the asymmetric clipping method. It is 
thus concluded that the proposed technique works well 
when the tempo of the embedding procedure is at least 1 
beat. The following experiments were performed for the 
conditions of 1 and 2 beats. 
 
4.2. Resistance against some basic attacks 
To evaluate the robustness of the proposed technique 
against some basic attacks, we performed a series of 
experiments. Four types of attack were examined. These 
were MP3 coding with a constant bit rate of 196 kbps, 
tempo alteration of 10% acceleration and deceleration, and 
pitch alteration by the increment of one semitone. Each 
condition was evaluated by using the BER as the index. 
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おまけ
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