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o 1 RFFSILTEHE (Shannon'48) :
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W(Y\X)}

C = E 1
%ix PxW { 0g PY(Y)

» CILEEBEE (1XL—FORKIE)
» REDEBRIC & B2
o 2 RFBILTEIE (Strassen'62, Hayashi’'09, PPV'10) :
log M, . =nC + VnV.G () 4+ O(logn)

WYX
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2 RFF51LEE (PPV’10), (Tomamichel & Tan’14)
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Py(Y)
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&7:45 DMC W IZX LT,

1
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o —HREERICHT 2&FE 2 RFSIEL— FO—RARK
(Hayashi'09)
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= (Tan&Moulin'14)

o Gilbert-Elliott M@{EH (PPV'11), MEME <)L JEIEK
(Hayashi&Watanabe'13)
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FEANYT MILEIHE A

o IFHAANY MILHIFIE (Verdi-Han'94, Han'03)
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Feinstein £33 [Feinstein’54]
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Dependence Testing (DT) £330

£ . DT £ (Hayashi & Nagaoka’03), (PPV '10)
EED Py IZxtL, REXZz@Em=9 (n, M,,e,) FENFET B.
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DT LR DD FF51EE-E~ DL

o [FHR - BIEWFES AL (Tauste Campo et al'11)

o HHEAD H HEHDIBEHMEDBIEREESFEL (Yagi'12)

o ZET Ut ABIEM (MolavianJazi & Laneman'12), (JAK, Ki&E'12)
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o {RERIRTE
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Neyman-Pearson E 1t (2)

F1IRORYBN o LUTICHLHERDES
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N\ 4

\ :P(TZO) y,

o F1IRBNDBYERZUTIZTSLET, RIDE2FERYE
fo(P,Q) :=  min ZQ ) Priy (1]y)

o REZFD smooth Rényi #4/N\—2 = 2 X (Wang et al’09) :
Dg (Pl|Q) = —log fu(P, Q)
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Meta Converse FHI (L— LD EFR)

TEIE : meta converse T5HI{ (Nagaoka’01), (Hayashi’06), (PPV’10)

BYE P = EFRTHHSE, V' EOEEDOHERBIE Qy I
5 L TRR & T
1 .
A > B.(Pxy, PxQy) MC TR
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‘Hayashi-Nagaoka T5 3 [Hayashi & Nagaoka'03]
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EIH 4: meta converse THIAD A 1 ME (Vazquez-Vilar et al’13)
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(Tomamichel&Tan'13)

o IFHIE - BIERFE B S1E (Kostina & Verdii'13), (Vazquez-Vilar et
al.'13)

o ZET Ut ABIEM (Huang & Moulin'12), (JAK, Ki&'12)
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« COEETIEIE SIS EFRESE (Quantum key distribution, QKD) M,
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ZDEZEMDEE (JTuniversal composabilityZiimi=9 .

1 F45l : extractor, privacy amplification

(tvariational distance, L, distance, Kolmogorov distanceZ:& EHFEILAL5)
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Universally composable security criterion (e-Security):

(e.g., Ben-Or et al. 2003, Renner-Koenig 2004)
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Universal, Hash Function

(Carter-Wegman 1979)

A family of functions {f.} . ={ £, fo» fssess }» f.:A— B is
g-almost universal,

Pr[fR(al):fR(aZ)]Siﬁ Va, #a, €4

B
* Probability Pr : random distribution &R
« “1-almost universal,” is often simply called “universal,”

« Weaker condition than the completely random functions.
ex:the Toeplitz matrix multiplication
 Sltill a sufficient condition for many applications;

iInformation theoretically-secure authentication,
and PA for QKD (if e=2)




Examples of Universal, Hash Functions

Ex.1: | Va2 P

the Toeplitz matrix oot | Tose i s
X, = ot Vot Taoen

(All diagonals are the same) g Voot Taee Tooin

rl rZ rn—l‘—l rl’l—l

The multiplication of X and a vector v yields a universal, hash family
V= Hr(v):z X v

(Hayashi PRA 2009,

Ex. 2: modified Toeplitz matrix Hayashi arXiv:0904.0308)

A concatenation (Xr : ]n_t) of Toeplitz matrix X, and the identity /,_,




ERMEMERTILI) X L
(FFTIZ&AToeplitz{T3;EE)

As a solution to the finite size effect’ of key distillation,
we developed a new efficient algorithm for privacy amplification

TDue to statistical fluctuations of phase error, block lengths of privacy
amplification must exceed 108 (Hayashi 2007; Scarani and Renner 2008)

let+7 T . l
let6
QKD Device 100000} Natve Algorithm
v - S 10000} O(n?) |
Sifted Key E ool |
Error Correction ) o 100}
v S £ 10}
@—"i > Key Distillation E" |
Privacy Amp. ) % 0.1
v £ 001 FFT-based Algorithm ]
=%  secret Key 0.001r O(n*log(n)) ]
0.0001 - ' ' = ]
10 100 1000 10000 10 10
Efficient multiplication algorithm of Toeplitz matrices via FFT, Block Size n
with an almost constant running time per bit (bit)
= Privacy amplification on software for block size n>10° Running time of PA on software




Dual Universal, Hash Functions

1. Introduction of the concept Counterexample

. . . Leftover Hashing :
and application to security proofs Lemma of Rennar of Security

(T. Tsurumaru and M. Hayashi, 2005 (Hayashi-Tsurumaru 2013)
IEEE Trans. IT 59, 4700 (2013)) Leftover Hashing

o . in Tomamichel
. Generalization of conventional et al. 2011.

universal hash functions

o-Almost Universal,

* Allows the use of (dual) universal, hash
functions in Shor-Preskill-type security proof.

2. Improved and practical hash functions

(M. Hayashi and T. Tsurumaru,
arXiv:1311.5322)

-  Efficiently implementable hash functions
with the shortest random seeds ever

(fe1> Sr2s fi3» S5 10 the figure)

*  General methods for using non-uniform
random seeds.

Concatenated Hash

Functions
Jr3> Jra

Strongly Secure
Hash Functions



Dual Universal, Hash Functions

We restrict ourselves to linear functions f, over F,

Conventional e-almost universal, functions {7 :F; —F/|rel|

Pr[ R() ]<2m g, Vx#0ekF)

Pr[x e Ker f|<2™"e, Vx=0eF;
., the kernel Ker f. of a linear map /.

e-almost Dual universal, functions {fr F > F|re I}F

Pr{x e (Ker f)4<2""s, Vx#0ecF)

(TT and M. Hayashi, IEEE Trans. IT 59, 4700 (2013);
also see Fehr and Schaffner, TCC2008)




Relation Between Universal, Hash
Function Family and Its Dual Family

Given a surjective function family {ﬁ B —>F)|re 1}
one can define its dual function family {gr:an —>F"r el}

having dual kernel : Ker g, = (Ker £, )"

Theorem

If a function family {7 :F; >F|re1} is e-almost universal,,
its dual family {gr B —>FE"r el} IS
2(1-2m¢)+(e-1)2"™-almost universal,

In particular, a conventional universal hash function (with €=1)

Is always 2-almost dual universal,.
(TT and M. Hayashi, IEEE Trans. IT 59, 4700 (2013))



Duality Relation for Code Families

Ker /. = vector subspace V. = linear code C,
Given a code family C={C, } ={C,,C,.C,,...}
the dual code family C+ of C is the set of their dual codes

C* = {Cz} }r - {Cllach»C;v“}

where C- = {xe F) |(x,y):O for Vy e C}

Theorem
A linear code family C = {C,} is e-almost universal,

(c, <F;, dimC, =1)

The dual code family C+ of C is
2(1-2t"e)+(e-1)2%-almost universal,

(TT and M. Hayashi, IEEE Trans. IT 59, 4700 (2013))



Classes of (Dual) Universal, Code
Families and the Security of QKD

Leftoyer Counterexample
Hashing of Security
Lemma of J-Almost (Hayashi-Tsurumaru 2013)
Renner 2005 Universal,
Leftover
Hashingin -
Tomamichel Modified
et al. 2011 Toeplitz
matrix

Strongly Secure
Hash Functions



Security Proof in Terms of
Phase Error Correction



Kernel of an e-Almost Universal, Hash
Function is a Good Error Correcting Code

Any g-almost universal, hash function is a projection:
f.:Fl >F}/Ker f.
— C_ =Ker /, is alinear code with the syndrome function f,
— Errors are mapped to syndromes uniquely
— (Random) linear code C, achieves the Shannon limit

Lemma (Gallager bound)

For an n-tiple use of (i.i.d.) BSC with crossover probability p,
if one uses an g-almost universal, code family {C. CF,"},
of nR dimension, the ML decoding fails with error prob. P,(C,) , where

E.P.(C,)<ming®2 " 5p)
re P27 o<s<i 1 1

E,(s, p) :i=5—(L1+5s)log[p*** + (1~ p)*]

(Also see, e.g., Brassard-Salvail, Eurocrypt '93)



Security of QKD
[ PA using €-almost dual-universal, function ]

= Random code for-phase-error correction

_ 1. PA using an g-almost-2UAL univesal, function family
Equiv. by def.

2. PAby projection F/ —F.'/C.
Equiv. by def. with an e-almost AL univesal, code family {C.} .,
3. Phase error correction using code family \C { ) }reR
with the syndrome function f.:F; - F,/C}

being e=almostunivesalfunction—

"« Thl Instead, fr:F2”—>F2”/Cr becomes g-almost universal,

E.x < n,(EPR(CY)




Comparison with the Conventional
Universal Hash Function

(Generalized Leftover Hashing
Lemma)



Generalized Quantum
Leftover Hashing Lemma

The security of QKD evaluated quantitatively using the trace distance:
dl'( R(A)| E| pA,E):: HIOA,E = Phuix, 4 ®10EH1

 For Conventional e-almost universal hash function:

ERdl'( (A4)|E| pA,E)S min277+\/5—1+(1+77‘2)2m_Hmm(A'E'pA»E)

— M. Tomamichel et al.,
IEEE Trans. IT 57, 5524 (2012) [ No security if €= 2 ]

 For g-almost Dual universal hash function:

!
ERdl'( R (A)| E|lp,; ) < \/EZE(m_Hmm (15106 )

— TT and M. Hayashi, IEEE Trans. IT 59, 4700 (2013);
Fehr and Schaffner, TCC2008

— Application to QKD
M. Hayashi and TT, New J. Phys. 14, 093014 (2012).

[ Secure even for large ¢ ]




Explicit Counterexample of a Secure
Conventional e-Almost Universal,
Hash Function Family with =2

An g-almost universal, code family that is
NOT e-almost dual universal,

* Given a ¢ -dimensional universal, code family C = {C,},
over F,' , one can construct another code family

c={C" :{()Hx | xeCr}
that is a 2-almost universal, code family over F,**

* One cannot attain strong security by performing privacy
amplification using C’

C’ is NOT e-almost dual universal,.



REANDOHE

(M. Hayashi and TT, arXiv:1311.5322)

Hash function f, over finite field F,
* Input: x= (xl,...,xl)e (sz )’,

» Output: y=(y,,...,y, )€ (sz y—I, where y. =x, +7'x,
« Random seed: r e sz

This function is in fact a dual function of the well-known
(conventional) e-almost universal hash function using polynomial.
. L 2 -1
i.e., sz,R(xl,...,x,_l): X+, +rix,++rx, € F

(D. Stinson, 2002)

Hash function f-;, fr, are concatenations of f-, and its dual f,*




Dual Universal, Hash Functions

1. Introduction of the concept | Counterexample
and application to security proofs Leftover Rashing of Security
(T. Tsurumaru and M. Hayashi, 2005 (Hayashi-Tsurumaru 2013)
IEEE Trans. IT 59, 4700 (2013)) Leftover Hashing
. . in Tomamichel d-Almost Universal,
»  Generalization of conventional etal. 2011._

universal hash functions

* Allows the use of (dual) universal, hash
functions in Shor-Preskill-type security proof.

2. Improved and practical hash functions

(M. Hayashi and T. Tsurumaru,
arXiv:1311.5322)

-  Efficiently implementable hash functions
with the shortest random seeds ever

(fe1> Sr2s fi3» S5 10 the figure)

*  General methods for using non-uniform
random seeds.

Concatenated Hash

Functions
Jr3> Jra

Strongly Secure
Hash Functions
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